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CHAPTER 3
SYSTEM SAFETY

This chapter presents the system safety aspects of air vehicle qualification. Top-
icsinclude the system safety process, safety and hazard analysis, and flight safety parts.
In addition, requirements are presented for the System Safety Program, System Safety
Management Plan, and System Safety Program Plan.

3-1 INTRODUCTION

System safety isdefined as“The
application of engineering and manage-
ment principles, criteria, and techniques
to optimize safety within the constraints
of operational effectiveness, time, and
cost throughout all phases of a system
life cycle.”, MIL-STD-882, System
Safety Program Requirements, (Ref. 1).

A System Safety Program (SSP)
isaformal approach to elimination of
hazards through engineering design and
analysis, management, and supervisory
control of conditions and practices. The
SSP encompasses the accomplishment of
system safety management, research,
and engineering tasks and is an essential
element of the airworthiness qualifica-
tion of the system.

Typica air vehicle system safety
tasks during the devel opment process are
depicted in Fig. 3-1. Milestones or
checkpoints for system safety within the
development process should be estab-
lished at the outset of an air vehicle de-
velopment program. Typical milestone
tasks delineated in MIL-STD-882
(Ref.1) are shown in Fig. 3-1 opposite
the equivalent tasksin the air vehicle
development process. (These milestones
are considered only typical and not nec-
essarily complete in number.) The sys-
tem safety activity startsearly in the
conceptual stage of air vehicle design
and continues throughout the entire
process. The system safety process de-
scribed in this chapter is applied in an

iterative manner as the program pro-
gresses.

3-2 OBJECTIVES

The objectives of an SSP are to
ensure that

1. Safety, consistent with mis-
sion regquirements, is designed into the
system in atimely, cost-effective man-
ner.

2. Hazards associated with each
system are identified, evaluated, and
eliminated, or the associated risk isre-
duced to alevel acceptable to the manag-
ing activity (MA) throughout the entire
life cycle of asystem. Risk should be
described in risk assessment terms.

3. Historical safety data, includ-
ing lessons learned from other systems,
are considered and used.

4. Minimum risk is sought in
accepting and using new designs, mate-
rials, and production and test techniques.

5. Actions taken to eliminate
hazards or reduce risk to alevel accept-
ableto the MA are documented.

6. Retrofit actions required to
improve safety are minimized through
the timely inclusion of safety features
during research and development and
acquisition of a system.

7. Changesin design, configura
tion, or mission requirements are ac-
complished in a manner that maintains a
risk level acceptable to the MA.
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8. Considerationisgivento
safety, ease of disposal, and demilitari-
zation of any hazardous materials asso-
ciated with the system.

9. Significant safety data are
documented as “lessons learned” and are
submitted to data banks as proposed
changes to applicable design handbooks
and specifications. (Ref. 2)

3-3 SYSTEM SAFETY PROCESS

The system safety processis
shown graphicaly in Fig. 3-2 and de-
scribed in the subparagraphs that follow.
This process shows alogical approach to
attaining the system safety objectivesin
par. 3-2. The processis repeated as nec-
essary in an iterative fashion at every
level of complexity in the design of a
system until the requisite assurance of
the system hazard level isattained. An
integral part of the system safety process
is hazard tracking, which isaclosed loop
system used to identify, monitor, and
eliminate hazards. Hazard tracking is
developed early in the system safety
process and is used throughout the proc-
ess to document and track hazards and
the progress made toward resol ution of
the associated risk.

3-3.1 KNOWN PRECEDENT
(BLOCK A, FIG. 3-2)

From the beginning a System
Safety Program should be based on the
experience and knowledge gained from
previous operations in correcting design
deficiencies that have resulted in the ac-
cidental loss of or damage to materiel or
injuries or death to personnel. Those
design features categorized previously as
having hazards are also identified, and
the hazards corrected if required. Itis
essential that designers of future air ve-
hicles benefit from all previous experi-
ence that affects safe operation.

3-3

3-3.2 SYSTEM DELINEATION
(BLOCK B)

The boundaries of the system
under consideration and its constituent
elements are defined clearly as early as
possible and revised as required during
the system life cycle. Such delineation
establishes the limits for succeeding
steps in the process and reduces complex
systems to manageable parts. Any entity
can be labeled a“system” provideditis
accurately defined.

3-3.3 IDENTIFICATION OF
FLIGHT SAFETY PARTS
(BLOCK C)

Flight safety parts are parts
whose failure or malfunction could result
in an unsafe condition. The handling of
flight safety partsisdiscussed in
par. 3-13.

3-3.4 SYSTEM HAZARD
ANALYSIS (BLOCK D)

The heart of system safety isthe
analysis of asystem and its elementsin a
methodical manner. Beginning with
preliminary hazard analyses of design
concepts and continuing through an in-
tegrated hazard analysis of the complete
system, this analytical process distin-
guishes system safety from other sepa-
rate, but closely interfacing, disciplines.
The contractor should select the meth-
odology and techniques for hazard
analysis best suited for the particular
system element under consideration and
for the applicable level of detail design.
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3-3.5 HAZARD IDENTIFICATION
(BLOCK E)

By using systematic hazard
analyses, the design engineer identifies
those features of a system that poten-
tially may cause damage, loss, or injury.
Such identification assists the designer
in hisor her initia efforts by calling at-
tention to undesirable features or defi-
ciencies that can be either eliminated or
controlled efficiently early in the design
process. Asthe design proceeds, addi-
tional hazards are identified through the
system safety process.

3-3.6 HAZARD
CATEGORIZATION AND
EVALUATION (BLOCK F)

Itisimpractical to eliminate all
hazards identified in asystem. The ap-
propriate action to be taken as aresult of
hazard identification depends on how
often the hazard occurs, i.e., frequency,
and the impact of the consequences that
result from the hazard occurring, i.e.,
severity. The factors of hazard fre-
guency and severity establish the resid-
ual risk of the system. Categorization of
hazards according to criteria specified by
the procuring activity servesto guide
corrective action based upon assessment
of the potential residual risk. Evaluation
of identified hazards and hazard risk
management require relating a hazard to
its impact on mission effectiveness, sys-
tem performance, and program success.
This categorization and evaluation are
essentia parts of the decision-making
process to determine appropriate correc-
tive action.

3-5

3-3.7 ACTION(S) TO ELIMINATE
OR CONTROL HAZARD(S)
(BLOCK G)

The system safety process pro-
duces no useful result until some action
istaken to eliminate or control identified
hazards. The effect of alternative
courses of action in the design process
and tradeoff studies to eliminate or con-
trol identified hazards should be consid-
ered. Thus management is presented
with atool with which decisions can be
made based on other program con-
gtraints.

3-3.8 MODIFICATION OF SYSTEM
ELEMENTS (BLOCK H)

Any action taken in Block G
necessarily results in the modification of
some element or elements of the air ve-
hicle system. Asaresult, the delineation
of the system (Block B) should be re-
vised accordingly. The system safety
process is then repeated as required until
no unacceptable additional hazards are
generated by the system modification.
This step ensures that a new hazard is
not inadvertently introduced into the
system while another hazard is being
eliminated.

3-3.9 EFFECTIVENESS
EVALUATION OF ACTION TAKEN
(BLOCK I)

Actions taken to correct hazards
as aresult of the system safety process
are evaluated on how effectively they
achieve the system safety objective. A
satisfactory evaluation resultsin in-
creased assurance in the level of safety
of the system (Block L).



3-3.10 ACCIDENT OR INCIDENT
ANALYSIS(BLOCK J)

The occurrence of an accident or
incident of course leads to an unsatisfac-
tory evaluation. The analysis of such an
accident or incident experience should
reveal any deficiencies in the conduct of
the system safety program and direct
corrective action to the appropriate step
in the process.

3-3.11 COMPONENT AND/OR
SYSTEM TEST AND
DEMONSTRATION (BLOCK K)

Analytical techniques alone are
not sufficient to identify system hazards
adequately, and thisinadequacy is de-
termined in Block I. Tests and demon-
strations normally conducted as part of
an air vehicle development program are
planned and conducted to reveal such
inadequacies. In addition, these tests
and demonstrations serve to verify the
results of the system safety process and
to contribute to the assurance desired.
Should system testing reveal additional
problems, corrective action is applied at
the appropriate step in the process.

3-3.12 INCREASED SAFETY
ASSURANCE (BLOCK L)

The assurance that the objectives
of system safety are being met is cumu-
latively increased as the program pro-
gresses and contributes increased knowl-
edge to subsequent cycles of the process
(Block A).

3-3.13 AIRWORTHINESS
QUALIFICATION (BLOCK M)
Ultimately, the system safety
process results in data and information
that serve as an essential element of air-
worthiness qualification. The methods
and procedures to be followed are pre-
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scribed in the Airworthiness Qualifica
tion Specification (AQS).

3-4 ANALYTICAL
METHODOLOGIESAND
TECHNIQUES

Hazard analysisis the heart of
the system safety process and requires
inductive thought as well as deductive
reasoning. An anaysis may be either
gualitative or quantitative. A qualitative
anaysisis generally conducted first to
provide a departure point for the quanti-
tative analysis. A qualitative analysis
examines events to determine the possi-
ble existence of hazards, the accidents
that could result, possible effects, and
safeguards. A quantitative analysis
permits comparison of the changesin
probabilities if safeguards or aternative
designs are used in the system. Results
of quantitative analysis may be probabil-
istic or relativigtic, i.e., using compari-
sons based on judgment.

The ultimate purpose of hazard
analysisisto aid management in reach-
ing the determination that the objectives
discussed in par. 3-2 have been achieved
within the constraints of the particular
air vehicle development program. In
addition, these analyses form a baseline
which can be evaluated objectively by
someone other than a system safety
analyst to measure the effective influ-
ence of subsequent design changes.

There are several types of widely
used analyses for system safety. Selec-
tion of the analytical methodology or
technique to be used in a given program
isthe responsibility of the contractor and
depends upon the level of detail required
by program phases, requirements for
gualitative and quantitative results, and
the particular capabilities devel oped by
the contractor. Methodology selection
should maximize use of the design detail
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available at the particular phase of the
program to ensure the analysisis as
comprehensive as possible, and is thor-
ough and accurate. MIL-STD-882 (Ref.
1) should be used as a guide for analy-
ses, methods, and techniques. Also
MIL-HDBK-764, System Safety Design
Guide for Army Materiel, (Ref. 2) may
be used as aguide.

MIL-HDBK-764 describes tech-
niques of analysis such as fault hazard
anaysis (FHA), fault tree analysis
(FTA), sneak circuit analysis (SCA), and
failure, modes, effects, and criticality
analysis (FMECA) that have value for
hazard analysis. In addition, Ref. 2
identifies analysis techniques, such as
circuit logic analysis, interface analysis,
mapping, Monte Carlo simulation, con-
tingency analysis, environmental factors
analysis, critical incident technique, and
mock-ups, that can be used to support
these analyses.

3-5 KNOWLEDGE OF HAZARDS

The system safety analyst should
have a thorough knowledge not only of
air vehicle engineering but also of haz-
ardous conditions.

For example, mgjor rotorcraft
configurations—such as the type of ro-
tor, e.g., articulated or bearingless, the
method of directional control, and the
control system concept—have inherent
safety implications. The tradeoffs used
to reach a decision regarding these con-
figurations should include system safety
considerations. In addition, hazards are
more likely to be present at interfaces
between subsystems than within asingle
subsystem. Some examples of possible
interfaces that could lead to hazards are
fuel system to engine fuel lines, clear-
ance between components, and connec-
tors that can be improperly installed.

The system safety analyst must
also be aware of those conditions that
have been proven by past experience to
be hazardous for air vehicles. The con-
sideration of hazards must not be limited
to those conditions involving only hard-
ware. Software isan important consid-
eration. Also theinteractions of air ve-
hicles with personnel who operate and
maintain them and those between per-
sonnel and the environment in which the
air vehicles are used provide potentialy
hazardous conditions, which should be
considered during design. Some exam-
ples of possible interrel ationships that
could lead to hazards are the height of
the main rotor above the ground and the
location of the pilot with respect to the
rotor path.

3-6 CLASSIFICATION OF
HAZARDS

Sinceit isimpossible to elimi-
nate or control all hazards, they are
usually ranked by degree of severity, i.e.,
consequences in operation of the air ve-
hicle. Four hazard levels ranging from
negligible to catastrophic are defined and
established in MIL-STD-882. These are
listed in Table 3-1 aong with their effect
on personnel safety, examples of func-
tional hazards, and definitions. Table 3-
2 provides MIL-STD-882 probability
levels along with an example of quanti-
tative probabilities. Quantitative prob-
abilities should be developed for each
weapon system to meet specific program
requirements. For any given hazard a
degree of severity and probability of oc-
currence may be assigned. Table 3-3
shows how those two aspects of a hazard
may be combined to arrive at arisk

TABLE 3-1. HAZARD SEVERITY CATEGORIES
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EXAMPLES OF
FUNCTIONAL EFFECT ON
DESCRIPTION CATEGORY HAZARDS PERSONNEL DEFINITIONS
CATASTROPHIC | System nonfunctional; not Personnel suffer death or Death, system loss, or
economically salvageable. serious or multiple injuries severe environmental
Total loss. precluding return to current damage.
duties.

CRITICAL I Major subsystem(s) non- Personnel suffer serious or Severeinjury, severe
functional. Hazard requires multiple injuries requiring occupational illness,
immediate corrective action. | extended rehabilitation major system or envi-

before return to current ronmental damage.
duties.

MARGINAL 11 Flyable aircraft; mission Personnel suffer injury Minor injury, minor
equipment or one of redun- requiring short-term recu- occupational illness, or
dant subsystems nonfunc- peration before return to minor system or envi-
tional. Hazard can be coun- current duties. ronmental damage.
teracted or controlled.

NEGLIGIBLE v Mission capable with minor | Personnel suffer minor Less than minor in-
performance loss or no injury that does not interrupt | jury, occupational
immediate effect. Deferrable | current duties. illness, or less than
maintenance. minor system or envi-

ronmental damage.
TABLE 3-2. HAZARD PROBABILITY
EXAMPLE: MEAN
OPERATING EXAMPLE: EXPECTED
GENERIC DEFINITION HOURS NUMBER OF OCCURRENCES
DESCRIPTION | LEVEL (MIL-STD-882) BETWEEN PER 100,000 FLIGHT HOURS
OCCURRENCES
FREQUENT A Likely to occur frequently <10 > 10,000
PROBABLE B Will occur several timesin life 10- 100 1000 - 10,000
of item
OCCASIONAL C Likely to occur sometime 100 - 1000 100 - 1000
during life of item
REMOTE D Unlikely but possible to occur 1000 - 10,000 10- 100
in life of item
IMPROBABLE E So unlikely, it can be assumed > 10,000 <10
occurrence may not be experi-
enced

severity category. The table aso shows
that for each risk severity category, a
level of Army management authority has
been assigned to accept the residual risk
associated with the particular hazard in
guestion. For example, arisk whose
hazard severity isjudged to be “critical”
and whose hazard probability is
“probable” would have arisk severity
category of “HIGH” associated with it.
For an Army Materiel Command
(AMC)- Aviation (Table 3-3(A))-
developed system, the Commander

AMC would be the management author-
ity for acceptance of a“HIGH”-risk haz-

ard. For an Aviation-Program-
Executive-Office (PEO) (Table 3-3(B))-
developed system, the Army Acquisition
Executive (AAE) or his designee would
be the management authority level for
acceptance of a“HIGH”-risk hazard.
Similarly, for a hazard whose severity is
considered “negligible’ and whose haz-
ard probability is frequent, the corre-
sponding hazard risk assessment is
“LOW”. The program manager or
equivalent is the management authority
for the acceptance of a“LOW?” risk.
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TABLE 3-3. RISK SEVERITY CATEGORY MATRIX

(A) ARMY MATERIEL COMMAND -AVIATION

SYSTEM SAFETY MANAGMENT DECISION AUTHORITY MATRIX

LEVEL DECISION
AUTHORITY HAZARD PROBABILITY
HIGH CGAMC
MEDIUM MSC CDR*
FREQUENT | PROBABLE | OCCASIONAL | REMOTE | IMPROBABLE

LOW PMS/ITEM
MGRs

SEVERITY A B c D E

CATASTROPHIC

CRITICAL

MARGINAL

Il MEDIUM

NEGLIGIBLE

v

*CG AMC if PMsreport directly to HQ AMC

(B) AVIATION PROGRAM EXECUTIVE OFFICE

TAILORED SYSTEM SAFETY MANAGEMENT DECISION AUTHORITY MATRIX

LEVEL DECISION
AUTHORITY
HIGH

MEDIUM
LOW

PEO or EQ
PM or EQ

AAE or DESIGNEE

HAZARD PROBABILITY

FREQUENT PROBABLE OCCASIONA REMOTE IMPROBABL

L E

SEVERITY

A B C D E

CATASTROPHIC

CRITICAL

MARGINAL

Il MEDIUM

NEGLIGIBLE

v

CGAMC

CDR
PM
MGR
PEO
EQ

Commanding General, US Army Materiel Command
major subordinate command

commander

program manager

manager

program executive office

equivalent
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The decision authority matrix can be
tailored upon authorization from the
“HIGH” risk hazard authority. Both ex-
amplesin Table 3-3 are tailored for
aviation. Thetablesareidentical except
for the decision level authorities.

3-7 RESOLUTION OF HAZARDS
Hazards are resolved through
elimination or control. Documentation
of actionsis by means of substantiation
of hazard resolution. These two aspects
of system safety—hazard control and
substantiation—are addressed in the
subparagraphs that follow.

3-7.1 CONTROL METHODS

MIL-STD-882 discusses methods
of resolving hazards. The first and most
desirable method is to eliminate an iden-
tified hazard by selection of adesignin
which the hazard does not appear. If
elimination of a hazard isimpossible or
uneconomical, the next step isto make
the design tolerant of the hazard.

Three ways of making adesign
tolerant of identified hazards are stipu-
lated in MIL-STD-882 in descending
order of desirability. Thefirst aterna-
tive isto reduce the significance of the
hazard through the use of appropriate
safety devices. Ideally, such devices
should not require human intervention
but should operate automatically if the
specified hazardous condition arises.

The next choiceisto place
warning devices in the system to make
known to the crew the existence of a
hazardous condition. These devices
would require human intervention to re-
spond to the warning produced. Audio
or visual indicators are commonly used
in these instances, but thereis alimit to
the number of such devicesthat can be
effectively used in one system design.
Also such features must be coordinated

3-
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closely with the human factors engineer-
ing function.

Thefina and least desirable
choice isto prepare, disseminate, and
enforce specia operating procedures for
an identified hazardous condition. How-
ever, these procedures are aweak link in
achievement of system safety because of
the inability to verify communication of
the procedure to the person who must
operate in accordance with such proce-
dures.

3-7.2 SUBSTANTIATION OF
HAZARD RESOLUTION

Once each possible hazard has
been analyzed for its significance and
resolution of the hazard is determined,
thereis need for assurance that proper
corrective action has been taken. This
can be accomplished by inspections,
additional analyses, and design reviews.
Catastrophic, critical, and other identi-
fied hazards should not rely solely on
warnings, cautions, or procedures for
control of risk.

A particular type of design re-
view that can be effective for system
safety is an electronic mock-up review.
Functional mock-ups can also become an
excellent method of identifying addi-
tional potential hazards. Also an elec-
tronic mock-up brings the subsystems
together at an early stage, i.e., beforein-
terface problems become too expensive
to change.

Fig. 3-3, taken from MIL-
HDBK-764(MI) (Ref. 2), provides a
sample format for documenting the
identification, risk assessment, and cor-
rective action for hazards. There are also
automated hazard-tracking systems that
can serve this purpose.
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The System Safety Risk Assess- provides a comprehensive evaluation of
ment (SSRA), as defined by Army the safety risk being assumed for asys-
Regulation (AR) 385-16, System Safety tem. It contains identification of the
Engineering and Management, (Ref. 3), item or system, and for each re

3-11



sidual hazard, a description of the hazard
and its severity and frequency, a source
document or reference, aternative ac-
tions that could reduce the hazard level,
and a recommendation from the project
office regarding risk acceptance. Addi-
tionally, the SSRA includes recommen-
dations from the appropriate safety man-
ager, the combat devel oper, and the ma-
teriel developer as to acceptability of the
residual risk. Finally, the decision of the
appropriate acquisition manager is also
recorded in the SSRA.

The Health Hazard Assessment
(HHA) is performed by applying bio-
medical and psychological knowledge
and principles to identify, evaluate, and
control the risk to the health and effec-
tiveness of personnel who test, use, or
service the system. Theresults of the
HHA should be included as an adden-
dum to another required analysis report,
such as the System Hazard Analysis Re-
port. The HHA task and format should
not be confused with the Health Hazard
Assessment Report (HHAR), whichis
prepared by the Government using data
provided by the HHA.

Fig. 3-4, taken from Ref. 4,
shows a sample Safety and Health Data
Sheet which might be used as part of the
internal control process of an organiza-
tion to record health and safety actions.
The Safety and Health Data Sheet aong
with System Safety Risk Assessments
are also documentation requirements
supporting the materiel release process.

3-8 SYSTEM SAFETY
MANAGEMENT PLAN

The System Safety Management
Plan (SSMP) is adescription of the
planned methods to be used by the Gov-
ernment to monitor the contractor's sys-
tem safety program and to manage the

3-
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system safety risks associated with re-
Sidual hazards.

3-8.1 PURPOSE

The purpose of the SSMPisto
define formally the responsibilities and
authorities related to the system safety
aspects of a program.

3-8.2 CONTENTS

Typicaly, the SSMP defines the
internal management responsibilities of
the Government, schedule, and proce-
dures for accomplishment of the system
safety management functions that fol-
low:

1. Coordinate and execute pro-
cedures to assure appropriate interface
with other management functions, e.g.,
guality assurance, maintenance, research,
and development.

2. Establish an audit program to
ensure that the objectives and require-
ments of system safety are attained.

3. Perform liaison with other
agencies and commands as needed to
attain system safety objectives.

4. Ensure that enough competent
persons are assigned to the system safety
engineering and management programs
to assure proper implementation of sys-
tem safety.

5. Evaluate, as part of source
selection evaluation, the ability of the
contractor to include system safety as-
pectsin the final product.

6. Establish the policy and re-
quirements to develop system safety in
sufficient detail to identify the safety and
health hazards of a system and to remove
or control them.

7. Prescribe procedures for man-
agement participation in system risk ac-
ceptance for residual hazards.
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Item/System identification:

1. Safety Evaluation Letter/Reports:

a. Safety Assessment Report:

b. Safety Analyses/Studies:

c. Development Test(s):

d. Operational Test(s):

e. Production Test(s):

2. Item does (does not) contain radioactive materials and (if it does) is properly licensed by
(NRC # and/or DA Authorization # as appropriate).

3. Item does (does not) contain explosives/hazardous materials and (if it does) has the following

hazard classifications:a. Quantity-Distance Class:

b. Storage Compatibility Group:

c. DOT Class:

d. DOT Marking:

e. Conveyor Spacing Distance:

4. Item does (does not) contain munitions. If it does:;

a. Compatibility of the following weapon/ammunition components has been established:

b. Range safety data (for inclusion in AR 385-62 or AR 385-63) was (will be) finalized

(date)

Sample format, contractor format or program tailored format may be used.

Figure 3-4 Safety and Health Data Sheet (Ref. 4)
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8. Provide system safety data
for inclusion in requirements documents.

9. Review and approve System
Safety Program Plans.

10. Provide a safety readiness
position for program milestone reviews
or documents associated with reviews,
such as Decision Coordinating Papers or
Army program memoranda.

11. Review and approve safety
verification documents.

12. Provide safety input to major
review boards, such asthe Level 1 Con-
figuration Control Board and the Mate-
riel Release Review Board.

13. Assist in safety assessments
and other reviews for fielded systems.

14. Establish indicators to meas-
ure the effectiveness of the system safety
effort.

3-9 SYSTEM SAFETY PROGRAM
PLAN (SSPP)

System safety should be consid-
ered early in any development process.
Although concept eval uation becomes
the primary focus early in the program,
system safety should be an important
factor in evaluation of the design con-
cepts. Requirements and methods
needed to ensure safety should be con-
sidered early. This can be accomplished
during all phases of development with a
well-defined SSPP. The contractor
should propose an SSPP for approval by
the Government. The SSPP is awritten
plan used to outline the steps required to
ensure the activities of system safety
engineering, system safety management,
and other disciplines and functions are
used and coordinated to guarantee sys-
tem safety. The following subpara-
graphs describe the purpose and content
of the SSPP.

3-9.1 PURPOSE

3-
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The purpose of the SSPPisto
provide a basis of understanding be-
tween the contractor and the procuring
activity asto how the System Safety
Program will be incorporated into the
development effort.

3-9.2 CONTENTS

The SSPP should define the
System Safety Program scope and ob-
jectives. Asaminimum, each SSPP
should describe the four elements of an
effective system safety program: a
planned approach to task accomplish-
ment, qualified people to accomplish
tasks, authority to accomplish tasks
through all levels of management, and
appropriate resources—both manning
and funding—to assure tasks are com-
pleted. The scopeisdescribed, and alist
of tasks and activitiesis provided.

The SSPP describes the system
safety organization or function within
the organization of the total program, the
responsibility and authority of system
safety personnel, and the staffing of the
system safety organization. In addition,
it should describe the procedures by
which the contractor will integrate and
coordinate the system safety efforts and
the process through which contractor
management decisions will be made.

The SSPP should define System
Safety Program milestones, provide a
program schedule of safety tasks, and to
preclude duplication, identify integrated
system activities, i.e., design analyses,
tests, and demonstrations, applicable to
the System Safety Program but specified
in other engineering studies.

The SSPP describes general en-
gineering requirements and design crite-
riafor safety, describes safety require-
ments for support equipment, and opera-
tional safety requirements for all appro-
priate phases of the life cycle up to and
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including disposal. It describes the risk
assessment procedures and the hazard
severity categories, hazard probability
levels, and system safety precedence that
should be followed to satisfy the safety
requirements of MIL-STD-882. It states
the quantitative and qualitative measures
of safety to be used for risk assessment
including a description of the acceptable
risk level. It describes closed-loop pro-
cedures used to take action to resolve
identified hazards.

With respect to hazard analyses,
the SSPP describes the analysis tech-
nigues and formats to be used in qualita-
tive or quantitative analysis to identify
hazards, their causes and effects, hazard
elimination, or risk reduction require-
ments and how those requirements are
met. It describes the depth within the
system to which each technique is used,
including hazard identification associ-
ated with the system, subsystem, com-
ponent, personnel, ground support
equipment, Government-furnished
equipment (GFE), facilities, and their
interrelationship in the logistic support,
training, maintenance, and operational
environments. It also describes integra-
tion of the subcontractor’s hazard analy-
ses with overall system hazard analyses.

With respect to system safety
data, the SSPP describes the approach to
be used to research, distribute, and ana-
lyze pertinent historical hazard or mis-
hap data. It identifies deliverable data
by title and number. It identifies nonde-
liverable system safety data and de-
scribes the procedures used for access by
the procuring activity and to retain data
of historical value.

The SSPP describes the verifica-
tion—test, analysis, inspection, etc.—
requirements for ensuring that safety is
adequately demonstrated. It identifies
the certification requirements for safety

devices or other specia safety features.

It describes the procedures used to en-
sure test information is transmitted to the
procuring activity for review and analy-
sis, and it provides procedures used to
ensure safe conduct of all tests.

The SSPP describes the tech-
niques and procedures of an audit pro-
gram to be used by the contractor to en-
sure the objectives and requirements of
the system safety program are being ac-
complished.

The SSPP describes the safety
training for engineering, technical, op-
erating, and maintenance personnel. It
describes the mishap and hazardous mal-
function analysis process including
alerting the procuring activity to hazard-
ous conditions.

The SSPP identifies in detail the
interface between system safety and all
other applicable safety disciplines such
as nuclear safety, range safety, explosive
and ordnance safety, chemical and bio-
logical safety, laser safety, nonionizing
radiation safety, and any others. Inad-
dition, it identifies the interface between
system safety and all other support dis-
ciplines such as maintenance, quality
control, reliability, human factors engi-
neering, medical support (health hazard
assessments), and any others.

The SSPP can be submitted as
part of a contractor’s proposal, or it can
be submitted shortly after the start of the
contract.

3-10 SAFETY ANALYSESAND
ANALYSISTECHNIQUES

Safety analyses and analysis
techniques, as described in MIL-STD-
882 and MIL-HDBK-764, are the pre-
liminary hazard analysis, the subsystem
hazard analysis, the system hazard
analysis, and the operation and support
hazard analysis. Although there are a



number of other MIL-STD-882 (Ref. 1)
tasks, such as preliminary hazard list,
health hazard assessment, test and
evaluation safety, safety verification, and
safety compliance assessment, these
tasks are not described in this handbook.

3-10.1 PRELIMINARY HAZARD
ANALYSIS

The preliminary hazard analysis
(PHA) isthefirst of aseries of safety
analyses conducted during the life cycle
of asystem or item of equipment. The
PHA isused to obtain an initial risk as-
sessment of a concept or system. PHA
effort should be started during the earli-
est phases of the program so that safety
considerations are included in tradeoff
studies and design alternatives. A care-
fully executed PHA should provide the
following information:

1. Specific potential hazardsin a
proposed system

2. The probable magnitude and
frequency of each adverse effect to a
proposed system with and without the
recommended safeguards. Thisinfor-
mation can be used in tradeoff studies of
aternatives.

3. Proposed measures to elimi-
nate or control the potential hazards

4. The safety-critical equipment
and situations upon which the designers
must focus their hazard elimination or
control efforts

5. Potential events (accidents)
that should be subjected to detailed
analysis when additional information
becomes available

6. Potential personnel errors that
can lead to accidents avoidable by de-
sign features such as interlocks, warn-
ings, and procedural instructions

7. ldentification of specific
safety essentials that satisfy require-
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ments in standards, specifications, or
similar documents

8. Notes on accidents, near
misses, and other potential safety prob-
lems uncovered during experience with
predecessor systems

9. Potential hazards whose con-
trol should be verified through specific
safety testing.

3-10.2 SUBSYSTEM HAZARD
ANALYSIS

The subsystem hazard analysis
(SSHA) identifies hazards associated
with the design of subsystems. The
analyses should include evaluation of
component failure modes, critical human
error inputs, and hazards resulting from
functional relationships among compo-
nents and equipment comprising each
subsystem. The methods involved in the
SSHA are similar to the PHA but are
focused on at the subsystem level.

As aminimum, each subsystem
should be examined. If a subsystem has
been in use for some time, it may be un-
necessary for the analysis to go below
the subsystem level because the hazards
of the subsystem have been identified
and corrective action taken. If asubsys-
tem is new and has not had prior use, it
may be necessary for the analysisto go
to the component level.

The SSHA report should provide
the following items:

1. A summary of the results

2. A list of identified hazards
that includes the information that fol-
lows:

a. Component(s) Failure
Mode(s). All failure modesthat can re-
sult in ahazard are discussed. Gener-
ally, failure modes explain “how”
something fails.
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b. System Event(s) Phase. The
mission phase of the system when the
hazard is encountered is addressed.

c. Hazard Description. A com-
plete description of the hazard is given.

d. Effect on Subsystem and/or
System. The effect of the hazard on the
subsystem should be considered. Also
the possible upstream and downstream
effects should be considered.

e. Risk Assessment. A risk as-
sessment for each hazard, as defined in
MIL-STD-882 or other documents ap-
plicable to the system, should be given.

f. Recommended Action. The
action that should be taken to eliminate
the hazard is presented. Various courses
of action should be discussed, where ap-
propriate. The recommended actions
should be in sufficient detail to be of
value to the design engineer.

g. Effect of Recommended Ac-
tion. The change in the risk assessment
that the recommended action will effect
should be discussed.

h. Remarks. Thisblock should
be used for any information, such as ref-
erences, administrative information, or
data on previous similar systems, that
has not been included in other parts of
the report.

i. Status. The status of action(s)
taken to reduce or control the hazard
should be given.

Various methods of analysis have
been devel oped to obtain the data neces-
sary for the SSHA. These include the
failure modes effects and criticality
analysis, the fault hazard analysis, the
fault tree analysis (FTA), and the sneak
circuit analysis.

3-10.3 SYSTEM HAZARD
ANALYSIS

The system hazard analysis
(SHA) is necessary to define the safety
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interfaces between subsystems and to
identify possible safety hazardsin the
overall system. Typicaly, it will de-
termine whether system hazards can be
eliminated or controlled with design
safeguards. The need for procedural
safeguards, however, should be recom-
mended only asalast resort. The SHA
isusually initiated during the early
stages of development and updated as
the system maturesin order to reflect
design changes and any new mission re-
quirements or procedures that might af-
fect system safety.

The SHA analyzes the effect that
each subsystem has on al of the others
during the normal and abnormal opera-
tion of each, but more importantly, it
analyzes the operation of the system asa
whole. The SHA should establish that
separate units and subsystems can be
integrated into a safe system. The op-
eration of one unit or subsystem should
not impair the safe performance of, or
cause damage to, another unit or subsys-
tem within the system. Because the hu-
man reactions required for normal sys-
tem operation are considered part of the
system, “human error” should be consid-
ered as a possible failure mode in the
SHA. Lastly, the environment should
have an effect on the system and must be
considered in the SHA. The value of an
SHA liesinitsidentification of

1. Interface problems

2. Dependent failure problems

3. Synergistic hazards

4. Additive hazards.

When a safety level has been de-
fined for a specific system, proof that the
design satisfies that safety requirement
can be obtained only by preparing an
SHA. Other safety analyses, studies, test
reports, experience with related systems,
and program data, such asreliability re-



ports, provide useful support of the
SHA.

3-10.4 OPERATION AND SUPPORT
HAZARD ANALYSIS

Operation and support hazard
analyses (O& SHAs) are methods by
which designers and analysts can evalu-
ate the prescribed (and possible alterna
tive) operation and maintenance proce-
dures, foresee potential problems, and
take corrective action.

There are two types of O& SHA,
i.e., procedure analysis and contingency
analysis. The procedure analysisisan
evaluation of the adequacy of the various
types of operating procedures. The con-
tingency analysisis astudy of opera-
tional situations that could develop into
emergencies and ways to prevent these
situations from happening. Each method
can be applied equally well to al types
of operation.

Most of the considerationsin a
procedure analysis O& SHA will gener-
aly review

1. The procedures by which the
equipment will be used or could be mis-
used

2. The consequences of material
or procedural human failures

3. The means by which the con-
sequences and failures can be mini-
mized.

A contingency is considered to
exist if asystem isnot in anormal op-
erating state and conditions are such that
an accident might occur unless correc-
tive action is taken immediately. This
definition assumes that

1. Thereis some corrective ac-
tion that can be taken.

2. Thereistimeto take correc-
tive action before an accident occurs.

The contingency analysis should
be conducted for any materiel that could
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become involved in an accident. Even
minor items might be improved through
small design changes suggested by a
contingency anaysis. In addition to
equipment redesign, the contingency
analysis may also suggest changesto the
operating procedures and the devel op-
ment of emergency procedures.

3-11 SAFETY CONSIDERATIONS
IN NEW TECHNOLOGY

New technologies present unique
system safety challenges because by
their very nature little experience in their
use has been collected and analyzed.
The historical database is therefore
lacking in determining safety aspects of
new technologies. Thisfact highlights
the need for thorough analysis and test-
ing of new technologies prior to their
incorporation into systems.

As afirst example, consider the
situation of a new composite material
used in an air vehicle. The curing proc-
ess might result in the release of hazard-
ous materials during the manufacturing
process, during normal use, in the course
of maintaining or repairing the material,
or during a postcrash fire. A subsystem
hazard analysis would identify the new
material as presenting such a potential
hazard and would lead to the develop-
ment of corrective actionsto minimize
the hazard.

As another example, consider a
software programmable bus network
controller that allows the transfer of data
between electronic subsystems on an air
vehicle. A latent “bug” in the control
software might cause the loss or delay of
critical information needed by another
subsystem. An SHA would identify the
bus network as a critical interface be-
tween subsystems and would underscore
the need for thorough analysis and
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evaluation of the proper functioning of
the bus software.

Finally, consider an artificial in-
telligence (Al) or expert system onboard
an air vehicle. The system processes
threat information from various sensors
and provides the pilot with recom-
mended course information to navigate
safely among the threat systems. Erro-
neous advice from such asystem due to
unforeseen contingencies could have
disastrous effects. A properly conducted
O& SHA would provide the mechanism
for formally assessing contingencies,
analyzing their impact on the system,
and providing recommendations for cor-
rective actions.

Software system safety deals
with developing safety requirements for
the system and the software within the
system, ensuring accurate translation of

safety specification requirementsinto the

design and code of the software, identi-

fying software that controls or influences

safety-critical hardware functions, ensur-
ing that the actual coded software does
not cause identified or unidentified haz-
ardous functions to occur or inhibit de-
sired functions, and ensuring safety de-
sign requirements are thoroughly tested.
The requirements for software system
safety are delineated in MIL-STD-882.
Procedures for conducting safety analy-
ses of software are described in MIL-
HDBK-764.

3-12 SAFETY TESTS

Safety tests should be incorpo-
rated into appropriate test plans. When
approved by the procuring activity, par-
tial verification of safety characteristics
or procedures may be demonstrated by
laboratory test, functional mock-ups, or
model simulation. The detailed test
plans for all tests should be reviewed to
ensure that

3-19

1. Safety, asdefined in there-
guirements documents, is demonstrated
adequately.

2. Thetesting will be carried out
in asafe manner.

3. All additional hazards intro-
duced by testing procedures, instrumen-
tation, test hardware, etc., are properly
identified and minimized.

3-13 FLIGHT SAFETY PARTS
(FSP) PROGRAM

The Flight Safety Parts (FSP)
Program is intended to provide enhanced
life cycle management and control of
parts critical to the safe operation of air
vehicles. The governing document for
flight safety parts policy isUS Army
Aviation Systems Command
(AVSCOM) Regulation 702-7, Flight
Safety Parts Program Management,
(Ref. 5).

The process of identifying and
controlling FSPs should be atotal life
cycle activity. Because an FSP program
generally remains critical throughout its
life cycle, aprogram should be estab-
lished to address identification and con-
trol of FSPs from development through
procurement, production, and final dis-
position. The procuring activity (PA)
should establish a program for FSPs.
The PA should require that the air vehi-
cle and engine contractors include man-
agement and control of FSPs as part of
their overall program plan.

In general, the process of identi-
fication of FSPs should be based pri-
marily on engineering judgment. Also
past experience on similar systems and
hazard analyses should play avital role
in the process. Theintent isto identify
each item that might create a critical
condition in terms of safety or loss of the
end-item if the part breaks, malfunctions,
or ismissing during use. Once an item



is designated as an FSP, the appropriate
engineering drawings should be updated
to identify all critical characteristics.
FSPs should also be identified in all
overhaul, repair, and maintenance publi-
cations.

A critical characteristic isany
feature throughout the life cycle of an
FSP, such as dimension, tolerance, fin-
ish, material or assembly, manufacturing
or inspection process, operation, field
maintenance, or depot overhaul require-
ment that if nonconforming, missing, or
degraded, could cause the failure or mal-
function of the FSP. Critical character-
istics determined during the manufactur-
ing process are termed “ manufacturing-
critical” characteristics. Critical charac-
teristics that are not introduced during
the manufacture of a part but are critical
in terms of assembly and installation,
e.g., proper torque, are termed
“installation-critical” characteristics.

One of the most important as-
pects of the FSP program should be the
control of critical characteristics. Con-
trol means those actions and techniques
that receive special consideration and
attention to detail, e.g., manufacturing
and assembly procedures, frozen plan-
ning, certification of special processes,
intensified inspection and verification
procedures, recordkeeping and mainte-
nance, traceability audits, vendor con-
trol, and nonconformance control. Once
apart has been identified as an FSP,
there are severa key elements that
should be used for its control:

1. All critical characteristics
should be identified by the designers.
Technical drawings and data packages
(if any) should be updated to show the
FSP and highlight its critical character-
istics.

2. The planning documents by
which the part is manufactured and
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quality inspected should be approved by
a“high-level” interdisciplinary board to
ensure proper controls arein placeto
maintain the critical characteristics.
Once approved, the procedures should
be “frozen” and should not be changed,
varied, or waived. Only aformal
change, again approved by the board,
should constitute any change in proce-
dure.

3. All critical characteristics of
the FSP that can be nondestructively in-
spected and tested should receive 100%
inspection by qualified inspectors for
every part manufactured. Parts having
critical characteristics that require de-
structive testing, i.e., strength of mate-
rial, heat treatment, etc., should be tested
on the basis of statistical samples taken
from every lot and every batch. A sam-
ple should be tested from every lot and
batch without exception.

4. Manuals, including depot
maintenance work requirements
(DMWRs) should be revised as needed
to include the critical characteristics. No
repair or overhaul action should be
permitted to deviate from the drawing
specification for the critical characteris-
tics. These documents are typically pre-
pared by a contractor and submitted for
Government approval.

Acceptance of parts that do not
conform to the specified critical charac-
teristics should not be authorized
through actions of the Materiel Review
Board. If possible, parts may bere-
worked to satisfy the specifications, or
requirements, given on the drawing.
Requests for waivers of and deviations
from critical characteristics should be
classified as major or critical and should
be submitted for Government approval
on acase-by-case basis. Any change of
the critical characteristics usually re-
quires reexamination of the product,
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retest, or engineering analysis of the part
and process before it is considered.

A description of the procedures
to identify, qualify, maintain records,
monitor, and dispose of FSPs may be
found in the subparagraphs that follow.

3-13.1 IDENTIFICATION OF
FLIGHT SAFETY PARTS

The process of identifying candi-
date flight safety parts should be primar-
ily one of risk management involving
engineering judgment and experience.
This process should include review of
drawings, materials, loads, flight spec-
trum, fatigue analyses, reliability analy-
ses, form, fit, and function, installation
requirements, and failure data. The cri-
teria that follow should be used to iden-
tify flight safety-critical aircraft parts:

1. Airframe. Any part whose
failure or malfunction affects the safe
operation of an air vehicle is a candidate
for an FSP. Fina selection of an FSP
should be considered if Item aand any
other of Items b through e are affirma-
tive:

a. Primary failure or malfunction
affects the safe operation of the air ve-
hicle.

b. A part has apredicted or
demonstrated finite life.

c. A 10% reduction in laboratory
working strength would result in an un-
limited life becoming afinite life.

d. Lossof function could occur
because of improper assembly or instal-
lation.

e. Fabrication of the part in-
volves a manufacturing process that, if
performed improperly, has a high prob-
ability of changing material properties
significantly, i.e., degrading the strength
of the part.

2. Engine. AnFSP for engine-
type partsis defined as any part, assem-
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bly, or installation containing acritical
characteristic whose failure, malfunc-
tion, or absence could cause an undi-
rected engine shutdown or a catastrophic
engine failure resulting in loss or serious
damage to an air vehicle or seriousin-
jury or death to the occupants. Engine
FSP identification should be based on
assessment of potential associated risk
using hazard severity and probability of
occurrence as discussed in MIL-STD-
882, System Safety Program Require-
ment, (Ref. 1).

3-13.2 FLIGHT SAFETY PARTS
QUALIFICATION

To assure continuous availability
of the product, FSP vendors should be
qualified in advance of procurement ac-
tions. Vendor qualification provides a
means for early completion of long,
complex, or expensive tests, such asfa
tigue and flight tests, some of which
would otherwise be required after each
award and without any insurance that the
vendor’ s parts would be acceptable.
Typicaly, aQualified Product List
(QPL) isused to record al qualified
vendors from whom FSPs can be pro-
cured. Vendors should qualify by
meeting the test requirements, such as
fatigue, interchangeability, and endur-
ance, for each FSP. The requirements of
establishing a QPL, testing, etc., aredis-
cussed in DoD 4120.3-M, Defense Stan-
dardization Program Policies and Pro-
cedures, (Ref. 6). Qualification of FSP
vendors should include but not neces-
sarily be limited to the demonstration of
FSP critical characteristics. Engine FSP
vendors might not be required to dem-
onstrate full-life limits due to cost and
other constraints. Engine endurance
testing and low cycle fatigue testing plus
spin-pit testing could be used to demon-
strate a portion of part lifein lieu of



demonstrating the full life. Alsoanin-
creased level of quality assurance should
be required for all FSPs even if previ-
ously qualified. See par. 3-13 for 100%
inspection requirements, waivers, and
deviations.

3-13.3 FLIGHT SAFETY PARTS
RECORDS

All flight safety parts should be
given a serial number whenever possi-
ble. Otherwise, lot or bag and tag pro-
cedures should be substituted. All
manufacturing or inspection process
control requirements relating to the
flight safety part should be traceable to
the time and location of production. Re-
cords should provide the traceability re-
quired to enable after-the-fact verifica
tion of all aspects of material, manufac-
ture, special processing, assembly, and
inspection of critical characteristics.
These special records alow the rapid
recall of fielded suspect flight safety
partsif a deficiency in manufacturing or
processing is encountered. Typically,
these records are required to be kept by
the manufacturer or delivered to the
Government for retention until the last
part in the record is removed from serv-
ice.

3-13.4 FLIGHT SAFETY PARTS
SURVEILLANCE

The FSPs Surveillance Program
should include aformal process for
sampling all FSPs on arecurring basis.
The surveillance effort should use data
obtained from the FSP Program for the
following purposes:

1. To confirm the validity of re-
quirements used during the initial design
and qualification of FSPs

2. To monitor the effects of use
on parts to demonstrate that replacement
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and overhaul intervals are adequate and
safe relative to actual use

3. To assess new parts continu-
aly to ensure minor design and manu-
facturing changes do not affect FSPsin a
detrimental manner

4. To confirm degraded mode
limits or effects due to wear, corrosion,
fretting, and damage

5. To ensure that repair proce-
dures do not degrade the critical charac-
teristics

6. To determine the impact on
FSPs of any previously unknown or
known degraded conditions

7. To ensure that processes are
adequate to control time-related internal
procedures of previously approved ven-
dors (if any) and that new vendors are
not impacting the integrity of the FSPs

8. To ensure that undefined
changesin rotorcraft usage, new envi-
ronments, or long-term effects do not
impact the integrity of FSPs.

3-135 FLIGHT SAFETY PARTS
DISPOSITION

Flight safety parts that have been
removed from service because they fail
inspection criteria, fail in service, or
whose life limit has been reached should
be destroyed to preclude the inadvertent
reinstallation of the part or its remanu-
facture. Thisextraeffort isnecessary
because the reuse of such parts could
lead to failures resulting in unsafe op-
eration of the air vehicle. Air vehicle
development programs should have a
disposition clause to control flight safety
parts and prevent installation of noncon-
forming FSPs on production units.
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