LEGAL OFFICE ALERT 

Military Medical Records Stolen – Advice for Potential ID Theft Victims

A recent news report indicates that computer hard drives containing thousands of military medical records were stolen from the Phoenix-based TriWest Healthcare Alliance.   These records contained Social Security numbers and other personal information about military personnel in 16 states.  No cases of identity theft related to this theft have been reported to date, but those military personnel whose information was maintained by TriWest are at risk. Military personnel who have received service from TriWest Healthcare Alliance are advised to be alert to this potential.  The following is an article on what to do if you become a victim of identity theft.
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Identity Theft- if you are a victim, you need to act quickly.  If someone has wrongfully used your name or other personal information to commit fraud or theft, you are a victim of identity theft.  There are three key things you should do as soon as possible.  First, contact each of the three National Consumer Reporting Agencies (a.k.a. credit report bureaus), and ask that they place a "fraud alert" on your credit report (this will make it much more difficult for someone to continue to obtain unauthorized credit in your name).  Ask them to send you a copy of your credit file.  Check your file carefully to see if there is evidence of any other fraud/thefts.  Second, contact the Fraud Department of each business that has provided the identity thief with unauthorized credit, goods, or services in your name.  Ask if they will accept the Federal Trade Commission ID Theft Affidavit as sufficient proof to correct the fraud.  This affidavit, available on-line at our legal assistance website at http://www.redstone.army.mil/legal/tlegalassist.html or http://www.consumer.gov/idtheft/affidavit.htm, is easy to complete and can be notarized at your local Legal Assistance Office.  Third, report the theft/fraud to your local law enforcement agency (e.g., CID and/or local police) and ask them to take a report and give you the report number or a copy of the report.

You may use the phone, fax, and/or e-mail to act as soon as possible to stop the fraud, but you should follow up each of these informal communications with a letter that summarizes when you called, who you talked to, and what they told you they would do.  Then send the letter (keep a copy) to the company by certified mail, return receipt requested.  This gives you proof of your actions if the company fails to respond as promised.  Additionally, there are a number of federal laws that offer you many protections in these situations.  Your local Legal Assistance Office is available to provide confidential assistance to military ID card holders to help resolve problems arising from Identity Theft.  Your local legal assistance office is located at building 111, phone 876-9005.

